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DETAILED ACTION 

1. This action is responsive to the communication filed on June 18, 2007. 
Claims 1-35 are pending. At this time, claims 1-35 are still rejected. 

Response to Argument 

2. Applicant's arguments filed June 18, 2007, with respect to claims 1-35, 
have been considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-2, 5-7, 10-15, 17-32, and 34-35 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Doberstein et al (US 5,809148), and further in 
view of Monroe et al (US 5,259,025). 

a. Referring to claim 1: 

i. Doberstein teaches a method comprising: 

(1) reading an encrypted data block from memory 
(column 3, lines 11-22 of Doberstein); 

(2) regenerating, within a predetermined time required to 
read the encrypted data block from the memory, a keystream used to encrypt the data 
block according to one or more stored criteria of the data block (see Figure 2 and 
column 3, lines 11-15 and lines 25-39 of Doberstein); and 

(3) once reading of the encrypted data block is complete, 
decrypting the encrypted data block according to the generated keystream (column 3, 
lines 25-29 of Doberstein). 

ii. Although Doberstein teaches the keystream is either pulled 
(e.g. read or retrieved) from storage or generated from data stored from the initial 
receipt of the encrypted data message during the re-transmission of block of encrypted 
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data (column 3, lines 11-22 of Doberstein), Doberstein is not clear in showing whether 
or not the block of encrypted data is read from storage before the re-transmission 
process. On the other hand, Monroe clearly teaches this limitation in Figure 4, element 
94 and further details on column 1 , lines 57-61 of Monroe. 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) have modified the invention of Doberstein (if indeed is 
not inherent) with the teaching of Monroe for verifying fake-proof video identification 
data (column 1 , lines 9-1 0 of Monroe). 

iv. The ordinary skilled person would have been motivated to: 
(1) have modified the invention of Doberstein (if indeed is 

not inherent) with the teaching of Monroe for validating at a central location a 
transaction involving presentation of a user identification device at a remote location 
(column 1, lines 45-47 of Monroe). 

b. Referring to claim 2: 

i. Doberstein further teaches: 

(1) wherein reading the encrypted data block comprises: 
receiving a request for the encrypted data block (column 3, lines 20-22 of 
Doberstein); and reading the encrypted data block from a random access memory 
(column 3, lines 11-20 of Doberstein). 

c. Referring to claims 5. 10. 25. 29: 
i. Doberstein further teaches: 

(1) wherein decrypting the encrypted data block is 
performed within a single clock cycle (column 3, lines 25-29 and column 4, lines 39- 
41 of Doberstein). 

d. Referring to claim 6: 

i. This claim consist an article of manufacture including a 
machine readable medium having stored thereon instructions which may be used to 
program a system to perform a method claim 1 and thus it is rejected with the same 
rationale applied against claim 1 above. 
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e. Referring to claim 7: 

i. This claim has limitations that is similar to those of claim 2, 
thus it is rejected with the same rationale applied against clajm 2 above. 

f. Referring to claim 11: 

i. Doberstein teaches a method comprising: 

(1) computing an initialization vector for a data block 
according to one or more criteria of the data block (column 8, lines 64-67; column 3, 
lines 25-39 of Doberstein); storing the criteria of the data block used to compute the 
initialization vector for the data block (column 3, lines 8-10 of Doberstein); computing 
a keystream from the initialization vector and a secret key using a predetermined 
number of round of a cipher that are reduced to match a memory read latency of a 
memory (column 3, lines 11-39 of Doberstein); encrypting the data block according to 
the keystream (column 1, lines 53-65 of Doberstein); and storing the encrypted data 
block within memory (column 3, lines 8-10 of Doberstein). 

ii. Although Doberstein teaches the keystream is either pulled 
(e.g. read or retrieved) from storage or generated from data stored from the initial 
receipt of the encrypted data message during the re-transmission of block of encrypted 
data (column 3, lines 11-22 of Doberstein), Doberstein is not clear in showing whether 
or not the block of encrypted data is read from storage before the re-transmission 
process. On the other hand, Monroe clearly teaches this limitation in Figure 4, element 
94 and further details on column 1, lines 57-61 of Monroe. 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) have modified the invention of Doberstein (if indeed is 
not inherent) with the teaching of Monroe for verifying fake-proof video identification 
data (column 1 , lines 9-10 of Monroe). 

iv. The ordinary skilled person would have been motivated to: 
(1) have modified the invention of Doberstein (if indeed is 

not inherent) with the teaching of Monroe for validating at a central location a 
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transaction involving presentation of a user identification device at a remote location 
(column 1, lines 45-47 of Monroe). 

g. Referring to claim 12: 

i. Doberstein further teaches: 

(1) wherein computing the initialization vector comprises: 
receiving a write request for the data block (column 3, lines 11-12 of Doberstein); 
identifying a page containing the data block (column 3, lines 60-65 of Doberstein); 
forming a page initialization vector according to the page containing the data block as 
the initialization vector of the data block (column 3, lines 25-39 of Doberstein). 

h. Referring to claims 13-14: 

i. These claims have limitations that is similar to those of claim 
12, thus they are rejected with the same rationale applied against claim 12 above. 

i. Referring to claim 15: 

i. Doberstein further teaches: 

(1) wherein forming the block initialization vector 
comprises: selecting a block counter value for page writes to the page containing the 
data block as the block initialization vector (column 3, lines 55-65 of Doberstein). 
j. Referring to claim 17: 

i. Doberstein further teaches: 

(1) wherein computing the keystream comprises: 
providing the initialization vector and the secret key to one of a stream cipher and a 
block cipher to generate the keystream (column 3, lines 25-39 of Doberstein). 
k. Referring to claims 18-20. 34-35: 

i. These claims have limitations that is similar to those of 
claims 11-15, thus they are rejected with the same rationale applied against claims 11- 
15 above. 

I. Referring to claims 21-23. 26-28: 

i. These claims consist a processor to implement a method 
claims 1 and 1 1 , and thus it is rejected with the same rationale applied against claims 1 
and 11 above. 
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m. Referring to claim 31: 

i. This claim has limitations that is similar to those of claim 11, 
thus it is rejected with the same rationale applied against claim 1 1 above, 
n. Referring to claim 32: 

i. This claim has limitations that is similar to those of claim 13, 
thus it is rejected with the same rationale applied against claim 13 above. 

5. Claims 3, 8 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Doberstein et al (US 5,809148), in view of Monroe et al (US 5,259,025), and 
further in view of Lynn et al (US 5,345,508). 

a. Referring to claims 3. 8: 

i. Athough Doberstein's modified invention teaches the 
claimed subject matter using in an initialization vector in the encryption process, They 
are silent on the capability of using an initial portion of initialization vector in the 
encryption process. 

(1) wherein re-generating the keystream comprises: 
identifying an initial portion of an initialization vector used to encrypt the data block 
according to a page containing the encrypted data block; identifying a remaining portion 
of the initialization vector used to encrypt the data block according to a block number of 
the data block; and recomputing the keystream according to the identified initial portion 
of initialization vector and the identified remaining portion of the initialization vector and 
a secret key (column 3, lines 30-39 of Doberstein). 

ii. On the other hand, Lynn teaches the portion of initialization 
vector in column 3, lines 38-39 of Lynn. 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) have modified the modified-invention of Doberstein 
with the teaching of Lynn for processing initialization vectors or initial values (column 2, 
lines 60-65 of Lynn). 

iv. The ordinary skilled person would have been motivated to: 
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(1) have modified the modified-invention of Doberstein 
with the teaching of Lynn to implementing a cryptography engine. 

Allowable Subject Matter 

6. Claims 4, 9, 16, and 33 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all 
of the limitations of the base claim and any intervening claims. 

Conclusion 

7. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See 
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory action 
is not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory period will expire on the date the advisory action is mailed, and 
any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date 
of the advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and 
phone numbers for the organization where this application or proceeding is assigned is 
571-273-8300. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 571-272-2100. 



Application/Control Number: 10/603,680 Page 8 

Art Unit: 2135 

August 27, 2007 



